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Problem Settings

Contributions
i. We introduce the first adversarial attack tailored to image-conditioned, 

diffusion-based deepfake models.

ii. A Gaussian-blur guided PGD update boosts imperceptibility, and Low-pass 
filtering makes perturbations robust to JPEG/purification defenses.

iii. Extensive experiments show state-of-the-art attack effectiveness with less 
visible noise than prior diffusion-based methods.

(a) Image editing models: Single query image Q with a text prompt (prompt →  K, V)

(b) Deepfake models: Two images. Target = Q, source provides K,V via cross-attention

• Deepfake threats are escalating. 
• However, current research remains largely 

detection focused, and the few proactive 
defenses are mostly from the GAN era and are 
not suitable for diffusion models. 

• Moreover, existing diffusion attacks concentrate 
on single image editing rather than the two 
image conditioning used in deepfakes.

• Conditioned Face Attack : Modulates cross attention variance.
• Facial Feature Extractor Attack : Disrupts face recognition in deepfakes.
• Enhanced Noise Update : Gaussian blur and low pass for compression robustness.

► Attention Disruption Attack (Core)

Overall Pipeline
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→ A new attack method is needed for diffusion-based deepfake models

→ The standard assumption in Prior diffusion-based adversarial attacks.
Attacks focus on the Query path.      * AdvDM, Mist, PhotoGuard, SDST

→ Requires an adversarial attack on the Conditioning path.      * FaceShield (Ours)

►Qualitative Demonstration of Generality

►Quantitative Comparison of Method Performance

►Purification Robustness►Perturbation Imperceptibility
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